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INTRODUCTION

During the Executive Advisory Group (EAG) review of major FY 78 ADP
projects, several management issues were raised. One such issue concerned
the rapid computer technology advancements that have resulted in increasingly
decentralized ADP applications in the Agency. This has resulted in increasing
numbers of personnel performing ADP functions (primarily application design
and development) outside of the ODP sub-career service. The EAG review
suggests that this trend will continue.

An Agency-wide study (EAG ADP Issue #3 - Centralized and Decentralized
Computer Facilities) has questioned whether, given this trend, we should
establish common, Agency-wide ADP professional standards for feasibility
studies, requirements definition, specification standards, and programming
standards.

Because of the broad impact of this issue, the DDCI, in an attachment
to a 26 July 1978 memorandum entitled Management of Automatic Data Processing
Resources (APPENDIX A), asked that the Deputy Director for Administration
formally study the issue and report the findings to him.

Subsequently, the DDA, in a 28 August 1978 memorandum entitled Establish-
ment of Agency-Wide ADP Professional Standards (APPENDIX B), asked the
Director of Data Processing to assume overall responsibility for the study
and to appoint a chairman. He also asked that each Directorate, the Office
of the DCI, the Office of Communications, and the Information Systems
Analysis Staff nominate a member to the study group to represent their

interests. He suggested that DDS&T nominate two members, one to represent 25X1
NPIC, the second to represent other offices in the DDS&T. A Task Force was -
formed in September wi ODP, appointed Chairman.

The other members are:

EL
2R, Bitr

Bob
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EXECUTIVE SUMMARY )5 ) te /;_} X

-

(U) This paper is the third in a series of responses to four

ADP issues identified by the DDCI in his memorandum to EAG

meﬁbers dated 16 December 1976 that should be addressed by

the EAG. The DDCI's goal in identifying the issues was to
"take positive steps during the coming year to improve central
management of our total ADP program." The first two issues
were discussed by the EAG on 31 March and 5 April 1977. Agree-
ment was reached on actions to improve senior management con-
trol of the month-to-month use of central services and to im-
prove top management's ability to plan future ADP resource
requirements. This paper discusses Issue 3 - that relating A
by
to the issue of centralization vs. decentralization of ADP in
the Agency. The Issue is stated as follows in the DDCI memo:
"What balance should we be striving to achieve
between centralized and decentralized computer
facilities? I understand that there are many
complex balances involved, including dedicated
vs. massive machines, distributed vs. central
processing, and decentralized vs. centralized
systems development."
(U) This paper approaches this issue by studying three aspects
of the centralization/decentralization issue: facilities,

professional personnel, and management. It takes stock of

the current situation and how we got here, examines the factors

- bearing on the issue, then reaches some conclusions and pro-

vides recommendations for the EAG. The conclusions and recom-
mendations of this paper are summarized in the following

paragraphs.
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(U) The Agency currently has a mix of cintralized/decentral-

ized ADP facilities which has evolved wiih little central
direction or overall plan. Technology his made the mini-

computer an increasingly attractive alternative to the cen-

. . tral system and there are pressures to employ more minicomputers

in the Agency. Many applications can be better satisfied”on

a minicomputer system, but case-by-case studies are needed to
make this determination. It is likely that decentralized
minicomputers will grow in the Agency at a much faster rate
than in the pastf Large central general purpose computer
facilities will continue to be required for the foresecable
future. No specific mix of centralized/decentralized ADP
facilities can or should be established by the Agency, but
better central planning is needed. Agenty policies should not
inhibit the gfowﬁh of minicomputers when they offer a better
alternative to the central system.

(U) As more computer facilities are decentralized in the
Agency, it is important that more atténtion be given to main-
taining professional standards for ADP parsonnel who will
design and implement both the centralized and decentralized
facilities and applications. This is essential if we are to
maintain high guality ADP service in the Agency. A étudy should
be conducted on the desirability of an Agency-wide ADP profes-
sibnal career service. Also, a central source of professional
ADP advice and assistance should be available to user compo-

nents that are considering acquiring ADF systems, especially

2
Approved For Release 208%(8%19‘3'%—59?84-00933R000200150004-2



o UNCLASSIFIED
Approved For Release 2002/06/18 : CIA-RDP84-00933R000200150004-2

minicomputers. User components should also be able to establish

their own ADP support groups, if they prefer.

(U) Currently, the Agency does not have any central policy,
planning, or management rélating to the acquisition of dedi-
. . cated minicomputer facilities. At the same time, the Agency
is under increasing external pressure to speak with one vbice
on ADP matters to external organizations who are dealing with
ADP policy, resource, and management issues. It is essential
that the Agency proviae a high level central mechanism for
policy formulation, planning, and resource control of ADP,
and for representing the Agency's interests to these external
organizations. This is particularly important if we move
toward an increasingly decentralized environment.

(U) In summary, the recommendations are that:

a. - Minicomputers should continue to be omployed
by the Agency where they offer a cost/
effective alternative to the central system.

b. Responsibility should be assigned for pro-

viding Agency-wide technical support to
offices considering ADP systems, especially

minicomputers.

c. “Responsibility should be assigned for pro-
viding Agency-wide long and short term ADP
planning.

d. Responsibility should be assigned for formu-

lating ADP policy for the Agency and for
representing the Agency's ADP interests to
external organizations.

e. Responsibility should be assigned for con-
ducting a feasibility study of an Agency-
wide ADP professional career service.

f. Resources should be provided to fulfill the
above responsibilities as assigned.

3.
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DDA 78-2966/2

28 August 1978

HEMORANDUM FOR: Deputy Director of Central Intelligencel
Deputy Director for Naticnal Foreign Assessment!
Deputy Director for Science and Technology
Acting Deputy Directow for Cperations /
Acting Divecter of Compunications 0 -
Chief, Information Systems Analysis Staff, .

FROM: John F, Blake
Deputy Director for Administration
SUBJECT: . Establishment of Agency-Wide ADP Professional
- Standards
REFERZNCE: ' Memo dtd 26 Jul 78 to EAG Mothers fr DDCI. subj:

Management of Automatic Data Processing Rasources

1. Reference memorandim, in its attachment, assigns a vesponsibility,
amongst others, to the Daputy Director for Administraticn.to formally study
the following issue: ' .

"ostablish an. . . common, Agency-wide ADP professional
standards (feasibility studies, requivements definition,
specification standards, and prcgra.m1ng standards to
nama a few).”

A report on the findings of this Qﬁudy is to [of subnitted.to DOCL by
15 Dacember 1978,

2. 1 am u&m!nq the Dmrector of Data Processan to assume overall
responsibility for this study and he will appoint both & chaimaan for ‘the
study group as well as rapzvfﬂntatxoﬁ from 007 1o be membars of the group.
I now ask. that ddﬂtessee¢ (LICE for the 0/DCI) nominate to the Dis ector of
Data Processing a mamber to tha study group to reprasent. {h2iv interests.
1t is suggested that the DUSLT way wish to nominate two members, one
specifically to represent NPIC and the other (o rvpzesent thn balance of |
that Divectorate. - :

3. Because of the scmawhat general nature ef the tasking, the first
_endeavors 0f the study avoup will be govoted to problem defipition and
then the establishment of the scope of the study.

k]
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4. The same reference nmmorandum also reguested this Directorate

to undertake a study on the matter of creating an Agency-wide ADP career

service. That responsibility has been assigned to the Office of Personnel.

1 have asked the Directors of.Personnel and Pata Processing to essure the
maintenance of close liaison because of the 1nterre1at10nsﬁ?ps“fhaf‘exist

between the two study topics.

5. Addressees arg asked to submit their nominations directly to

Mr. Danny May, Dirvector of Data Processing, by 4 Sep tember. The group.,

will be convened upon the call of the chairman.

STATINTL
' /. dJdohn F. Blake

Att: A v

Ref mamo o
cc: B/ODP R

Acting D/Pers - L STATIMTL
t
2
LI IO PG P LN Talagmal 11, H .4,

' 0
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estivated to consume $250 thousand of CL2? resources in that f
fiscal year. Users ard ODP will joi:‘tl-' present each project '
': in accordlance with criteria established by the EaG. ‘This

. \ 3 .. , :
Ty ' . ) . Exacutiva Regists? i

. o . . ye ;
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FROM Deputy Director of Central Intelligence .

SUBIECT .

[ 2]

- Management of Autcratic Data Processing Fesourcas

- . -

a . Y . . - - . . -~ .

l. (A/IUQ) The pur[@se of thld memorandun is to seb forth Agency :
policy with respact to conhinuing Executive Advisory (:rcun {EAG) inwolve— i
ment in the managen nt. of Agency Aubtcmatic Data Proce::s;nw {ADS) resourcek"
In the for lulas.lb“l and pricritizetion of tna hgancy's budget, ADP wesource
regquiresents should b evaluated within the context of component and ci”'ec
torate resgonsibilities and should conpate wuh other available ccmzopent
resovurces {(i.c., pos JLLJ.L, centractor support, and the like). ‘Une EXMZ's !
reviaw and manegerent of ADP will therefore ba concentrated on Agency-leva:
considerations—utilization of the central ADP | facility and the relationshi
of ODP costs 1 £0 specifiic user office missions which directly benzfit from |
these expanditures, long-range planning, and issues relasz*q to the questic
of centralized/decentralized application of ADP technology. ™

2. (A/IU2) The BEAG will, in comjunction with its review cf the
Agenay's Program Plan cach year, spacifically focus atbtenbion on'the 3
progosed funciional uses of ADP and on proposed major ADP investments. 3
Included will be reviews of: o . i

a. Cornponent ADP activities which in the aggregate )
exceed $250 thousam of conponent~budgeted resaumes,

b. New ADP initiatives identificd in pregram plans; .

- ©. Expansion of ODP computing or service capacitysr ) ' i

d. %he impac(. of the ZB8 ranking process on requested
ADP resources.,

3. (A/IUD) 1h2 ©rG will, uurmg the firast quarter of each fiscal i
year, review tha planncd current-year utilization of the <*°nLral sysbtom $
(l.c., ODP) 2nd at ils discreticn, other large ADP activities.

a. The annual review of O0P will consist of examining B
projects—normally dafined as individusl user reguironentse—— ‘
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review will result in an EAG-zgproved plan for tha con—
surption of ODP? resources for the fiscal year that is
sensitive both to user needs and to the level of rescurces
that can be coumitted to the central MOP facility.

b. Concurrent with {2) =2bove, the EAG willl review,
with COP assistance, current—jmr coxgonent Urplementaticn

plans for new ADR inltlatives ard cnpard'v‘a decentralized o

ADD ::am.cxtj, the planning for which was reviewed some 15
months prior {l.e. the progrem plan). This review will
primerily be direched towazds changes in rcvuu:l.mﬂl,@ and
aaal.lc.b;.e Lemna.:oglcal altermuves.. .

.

. <. The co.,.bme.tmn of (a) and (b) above are intended

to insure that ic gency -AUP rescurces are belny applied to -

those lwmcortant problens wnerf- a hicgh, ecommlcull,( accep~
table payo £ can be demonstrated or projected.

4. (n/acoy any (1) component AD? initiatives or (2} projects sLPPOL T
by Cp? that were not included in the fall review described in paragreph
3 that are initinlly estimated to cost a total of $250 thousand or more
during the first three fiscel years, will roeguire EAG epoproval pricor to
initialion. Likewise, ongoing projects not :Lmt:mlly estimated to consune

$250 thousand of 0P respurces t,e:.ri, therefiore, not reviewed in the fall)

will recuire EAG aggproval if undated estimates indicate that ODP costs wil
exceed the review toresiiold. YIn e2zch of the above cases, user oxtices, it
coordinatiion with ODP, will submit required data to the Colptroller, who i
will arrange for BEAG review. User offices will be gmciad by the instruct:

concainad in annual LDP guidance memorarda. :
F

R T T

* {(B/IV0) Each year following the EAG's review of current-year ADP;
pror'r:c.;:u, an appropriate quidance meworandum will be issued. Attachzd is
such guidance Lor Fiscal Year 1578. . . ]

6. {[A/I00) The policies esteblished herein are intended to ensiure
that senior sgency management remains po,u.twely s.nvolved in ADP matters
boinn as a sound mansgement practice and to assure external revievers thatl.
our utiliztion of recuested ALP rescurces is neces“wdry, beneficial, and

flnﬁv undexr control.

A e s .

V(4 Xrenle o C'arluecl

h i)
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Attachmeiit to EAG Memorardum Concerning the Management of Antomatic
Data Processing Resources

Subject: FY 1978 Review of ¥ajor AD? Projects and Xssues

. 1. {A/I00) The purpsse of this guidance is to record decisions made
by the EAG in its review of major AD? projects supported by Lhe Cifice of
ata Processing (COP) in FY 1978 and to eddress other related ADD renagemsent
fssues. - : ‘ ‘

- L

Z. (B/IUD) ALl projects reviewed are approved and C0P will susport
vhem In FY 1978 to the extent indicated during the individual project
‘oviews.  CDP will menitor the cests incurred within 0oP for esch proiact
d will concurxently notify the user office and the Comptroller when
‘neurred costs reach 75 rarcenl of the approval level. User offices will
@ responsible for validating their project reguirements for the remainder
' bhe fiscal year. If increased reguirements result in 6P casts projected
O exceed the approval level by rore than 10 perceat, user offices in ¢oor—
figgbion with ODP will provide bo the Comptroller, within ten workir g Qays
“hie O0P notification, justification for centinued fiscal year ODP suppork.
te justification will include: :

—an cxplanation of the need for increased Opp servicesy

——a new projection of the cost of QDD services reguired
for the remainder of the fiscal year; and

——a statement azddressing the avallability of Opp
resources to provide the increased services and the igpact
on the user organization if the increase 1s not approved.

.
.

te Comptroller will acrrange for EAG review of the increased funding request,

3. (2/100) o©bp will concurrently inform the Comptroller and user
Flces in all instances where ongoling CoOP-su

o previously reviewsd by the EAG, are
#ore.  The user office, in cecordination with O0P, will vrovidse to the
Totroller, within ten vorxing days of notification, a coapletod Project
cision Form. fThe Coptroller will arrange for EAG review of the project.

pTorted FY 1573 projects,

estinated to grow to 5250 thousand

4. (8/I00) Rew FY 1976 ADD projects estimated to constme 5250 thousand
S rore of GOP resources throuch FY 1950 will require EAG approval orior to
trgtion.  'ihe user office, in coordination with CDP, will subnit a com-
~W3 Project Decision Form to the Cerotroller, who will arrange for EAG
Slaw of t Yyrojecl o05 : -
¢ the P.EOJApCptFoggg'F%r‘?RjéTease 2002/06/18 : CIA-RDP84-00933R000200150004-2
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5. (8/100) During this
~are raissd. Cne such issue concernssd the
wents that have resulted in mcraaszr-oly decontralized ARP apnlications
the foency. ‘Inis has resulted in increasing nunsers of per
FP I'CSCOF‘.SI.OllltJ.e {arplicaticn design and develosment primarily) cutside
of the ODP sub-career service. Every availadble indication suggests thak
this trcr*d will continue. An Agoney-wide stedy has questionsd whether,
given this trend, we should ﬂstaol igh an Mroer ('\,”j’ld"" KR caremr.service,
an'l CoTEOn, hgency-wide A DY cro‘:c::r-ul tendards (feasibility studies,
requiremants definiticn, specification standards, and programming
to name & few}. &Advan =sted are uniformity, career ""C-JU_J.L_{
threvghoat: the Agency, & Lc"i cc“m:rmlo zavanooment opoo"tznh_le for all
}"JB professicnals. Beaczuse of the brozd lwmpzct of this issue, L o asking

that the Loty 01:&&.0;. for Administration formally f“‘mv these issuas
and sulmit a report of his findings to me h}«.lS\Lm Eer 19730 T would
l ke the report Lo mﬁluav a full dl.scuwmn ofs. .-

several nanagerent issues

ELG review prccess,

in

Lo —.,— o

nefs
Qs Nh

e

. —the pros ard cons of each spacific issuver .
v
—alternakive solutions and the mamer in vhich each
would be implemented and maintained, if appz:oved ;
-——the definition of an “ADP professional® and the
N approxinate nonber of Rgency x ersonnel that would, if
ﬁ gpproved, bz included in an expended ADZ? career serxvice;
L —the irpzct on Agency comeocnents with "resident® T,
;TP professio;aals and ongoing AGE pr g*ma, and

" we-conclusions reached and recommerdations offereﬂl

6.

rapid corputer technology sdvance-

rsonnel perforrming

standards -

(2/200)

Another ‘ssue raised durin g this review precess was the

need for & formal, long-ra

nga kgency ADP plen.

loaesTr ]

Thore is sopne soanrﬂenL for

this

within the Intelligsnce

Comzmunity but

LR

cific requirements for s

ch

a plan have not as vet crystalized. Wwe will give mwore attention to this

issue as future necds dictate
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ESTABLISHMENT OF AGENCY-WIDE ADP PROFESSIONAL STANDARDS

0

UNCLASSIFIED UPON REMOVAL OF
APPENDIX F AND PAGES 3 AND 9.

Approved For Release 2002/06/188 (::E?I?-RDP84-00933R000200150004-2
ECRE



Eh, Eﬁz_ ACcimin
AR I N T

Approved For Release 2002/06/18 : CIA-RDP84-00933R000200150004-2
ESTABLISHMENT OF AGENCY-WIDE ADP PROFESSIONAL STANDARDS

TABLE OF CONTENTS

Page
EXECUTIVE SUMMARY 1
INTRODUCTION 3
BACKGROUND 4
DISCUSSION 5
CONCLUSIONS 8
RECOMMENDATIONS 9
ATTACHMENTS
APPENDIX A - Memo Dtd. 26 July '78, Subject:
Management of Automatic Data
Processing Resources
APPENDIX B - Memo Dtd. 28 Aug.'78, Subject:
Establishment of Agency-Wide ADP
Professional Standards
APPENDIX C - The Software Engineering Cycle
APPENDIX D - Standards for the Definition Phase
APPENDIX E -~ Egamples of Typical Finished Documents
APPENDIX F - Table of Application Staff and

Contractor Personnel in Each Agency
Organization

Approved For Relea (\P}L(L/A o~ QI D.P 4-00933R000200150004-2
_\ u



T A CCIT
| UNCLASSIFIED
Approved For Release 2002/06/18 : CIA-RDP84-00933R000200150004-2
EXECUTIVE SUMMARY

In the DDCI memorandum dated 26 July 1978, subject: Management of
Automatic Data Processing Resources (APPENDIX A), the DDA was asked to
study the need for Agency-wide ADP professional standards. Specific areas
mentioned were '"feasibility studies, requirements definition, specification
standards, and programming standards'. As a result, an inter-Agency Task
Force was formed with representatives from the major providers of ADP
services in CIA - the Office of Data Processing, Office of Central Refer-
ence, Office of Communications, Office of Development and Engineering, the
DDO's Information Management Staff, the National Photographic Interpretation
Center, and the DDA's Information Systems Analysis Staff.

The organizations represented on this Task Force are responsible for
much of the development and maintenance of computer software in CIA. This
software is defined as the computer programs, together with data files and
descriptive manuals, that are developed to make computer hardware perform
useful services. The process of developing this software is called the
Software Engineering Cycle. The cycle starts when a user requirement is
identified as a potential computer application and continues through the

development and maintenance of the software. The product of this cycle is
referred to as an ADP system.

During initial Task Force meetings, the members discussed how the
software development process occurs in their own offices. While each organi-
zation has its own methodology, it is apparent that there are very strong

reasons for having one Agency-wide standard for software development. Some
of these reasons include:

- Helping to ensure that the proper analysis of the ADP system
is performed for management review;

- Facilitating better communications between the various software
development groups that have joint responsibilities on the same
systems;

- Providing consistent terminology for users who receive support
from several of the components;

- Providing a uniform approach for the development of proposals for
contractor supplied software; and

- Providing software engineering training to all software develop-
ment groups in CIA. This training would be focused toward the

methodology developed as CIA standards for software development
evolve.

The scope of these standards could eventually include all software that
the Agency uses - generated both internally and externally. The positive

results that come from one Agency-wide standard could eventually apply to
all parts of the Software Engineering Cycle.

The Task Force studied all aspects of the cycle, and chose to focus
attention on the first phase of this process - the Definition Phase.
We chose to concentrate our efforts on the Definition Phase because it is
the most significant phase in the cycle. During this phase, the user and
computer organizations conduct a series of dialogues which eventually

Approved For Release 2002/06/18 : CIA-RDP84-00933R000200150004-2
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result in a comprehensive and formal definition of the user requirement.
This requirement definition is used as the basis for subsequent software
development.

In looking for a mechanism to continue the work of the Task Force, we
concluded that an Agency-wide ADP standards committee is the only viable
solution. The committee approach would ensure that the unique interests of
the various Agency components involved in software development are recognized
and coordinated. The exercise of preparing the proposed standard for the
Definition Phase by this Task Force convinced us that the committee approach
is sound. The committee should issue these initial standards, periodically
review and update these standards, and issue new ones for other aspects of
the Software Engineering Cycle. The managers and computer specialists who
use the standards should be encouraged to suggest changes. The standards
will quickly go into disuse without a review mechanism. The recommended
ADP standards committee would provide the means to enact needed changes.

In summary, the recommendations of the Task Force are that:

1. The Director of Data Processing be directed to establish a
permanent Agency-wide committee to develop, coordinate, and promulgate
Agency-wide ADP software engineering standards covering the development
of computer systems.

2. As the initial step, this committee undertake the development
and publication of a standard covering the Definition Phase of the
Software Engineering Cycle. An initial draft of such a standard,
prepared by the Task Force, is attached as APPENDIX D.

3. The committee then undertake to prepare a plan to examine the
feasibility of adopting standards for other phases of the Software
Engineering Cycle.
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INTRODUCTION

During the Executive Advisory Group (EAG) review of major FY 78 ADP
projects, several management issues were raised. One such issue concerned
the rapid computer technology advancements that have resulted in increasingly
decentralized ADP applications in the Agency. This has resulted in increasing
numbers of personnel performing ADP functions (primarily application design
and development) outside of the ODP sub-career service. The EAG review
suggests that this trend will continue.

An Agency-wide study (EAG ADP Issue #3 - Centralized and Decentralized
Computer Facilities) has questioned whether, given this trend, we should
establish common, Agency-wide ADP professional standards for feasibility
studies, requirements definition, specification standards, and programming
standards.

Because of the broad impact of this issue, the DDCI, in an attachment
to a 26 July 1978 memorandum entitled Management of Automatic Data Processing
Resources (APPENDIX A), asked that the Deputy Director for Administration
formally study the issue and report the findings to him.

Subsequently, the DDA, in a 28 August 1978 memorandum entitled Establish-
ment of Agency-Wide ADP Professional Standards (APPENDIX B), asked the
Director of Data Processing to assume overall responsibility for the study
and to appoint a chairman. He also asked that each Directorate, the Office
of the DCI, the Office of Communications, and the Information Systems
Analysis Staff nominate a member to the study group tc represent their
interests. He suggested that DDS&T nominate two members, one to represent
NPIC, the second to represent other offices in the DDS&T. A Task Force was
formed in September with DP, appcinted Chairman.

The other members are:
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BACKGROUND

Since the introduction of gemeral purpose computers in the late 1950's,
the CIA has been an active proponent of data processing. The Agency is
in the business of collecting, analyzing, and producing information, and
the computer was well suited to assist in all these areas. As the require-
ments for computer assistance surfaced, computer programmers designed
systems to satisfy those requirements.

During this evolutionary process, several Agency components developed
their own expertise where there was a heavy and continuing need for data
processing. The most notable examples of this are NPIC, DDO, OCR, OC,
and OD&E. This continues today and is an attractive arrangement for these
functional managers. Familiarization with individual systems is a key point
for efficiently performing maintenance and developing small projects. Since
these resources are dedicated to the organization, the manager can adjust
the resources and priorities to suit the needs of the office. The computer
specialists are familiar with their respective office requirements and the
chance of a major misunderstanding of user requirements is reduced.

At the same time that several users were developing their own cadre of
specialists, ODP was established to provide ADP support to all CIA components.
This support continues and ranges from highly scientific design and program~
ming to business data processing. ODP customers include all the Directorates
and the Intelligence Community. In addition to this central support, ODP
currently has 20 officers on rotation in Agency components developing computer
software. The user office supplies the ceiling position, and ODP in turn
supplies qualified personnel on a two-year rotational assignment. ODP
officers are currently assigned in the DDA, DDS&T, NFAC, and the Collection
Tasking Staff.

The Task Force members who produced this paper represent the major
organizations in CIA responsible for software development. FEach of the organi-
zations has developed its own set of documentation standards. While there is
a difference in the terminology, format, and timing of such documentation, the
various organizations have long recognized the necessity of documentation.
APPENDIX F contains a table of the current number of professional staff and
contractor personnel in each organization.

Computer software development, also referred to as the Software
Engineering Cycle, is composed of five phases: Definition, Design, Pro-
gramming, Testing, and Operation. A description of each phase is contained
in APPENDIX C. The discussion in the remainder of this study refers to the
development of standards for these five phases.
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DISCUSSION

BENEFITS OF STANDARDIZATION:

The effective management of software development demands discipline.
Discipline helps to ensure that computer programs are developed on time,
within budget, and that they perform as required. The methodologies of
software engineering have been developed over the last 10 years and continue
to evolve. The common thread throughout the literature is the plea for
identifiable phases in the development of a software product, and for control
over the method that programmers use to implement a system.

The members of the Task Force are sensitive to these concerns and, as
managers of large software development components, recognize the value of
standards. In fact, within their respective components, published software
development standards have been promulgated. The discussion here does not
address itself to the use of standards in the development of software, but
rather to the value of Agency-wide standards.

The need for Agency-wide software standards is supported by the need

to encourage a uniform approach to the Software Engineering Cycle. Such
standards would:

a. Ensure that the proper analysis and review is performed
so that appropriate Agency managers can be made aware of the
scope and magnitude of new ADP systems;

b. Allow better communications between the various software
development groups in the CIA;

c. Provide a consistent set of terminology and procedures to
users who receive support from several of these groups;

d. Provide a framework for the developlment of software which is
easier to maintain; and

e. Provide a uniform and approved approach for the development
of the statements of work necessary in acquiring contractor
supplied software.

Uniform, Agency-wide software development standards should facilitate
more effective management review of these activities - before, during,
and after development. In addition, they would allow better communications
between software development groups. This would provide the Agency with a
pool of highly skilled technical people who would be able to interact more
easily. The benefits of this enhanced communication would be evident when:

a. Technical experts in one component participate in the
technical review of another component's project.

b. Components which have portions of a larger system are
able to interact with each other more efficiently since both
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would be developing their respective portions using the
same standards.

c. Technical personnel are rotated between ADP components.

Finally, if all ADP organizations use common criteria for analyzing
and documenting software definition, very specific training courses
could be designed to develop our personnel. While CIA sends software
personnel to various external training courses, these courses are never
directly related to our methodology. These specific courses would result
in better designed software through more appropriately trained software
technicians.

SCOPE OF PROPOSED STANDARDS:

The potential scope of these standards includes all the phases of the
Software Engineering Cycle. These are the Definition, Design, Programming,
Testing, and Operation phases. A description of each is described in
APPENDIX C. The Task Force feels that if uniform standards were developed
for all of these phases, it would help ensure that the software developed
would be more responsive to user requirements, be developed on time and
within budget, and require a minimum of effort to maintain during its life
cycle.

Currently there are three methods by which software is developed in CIA:
(1)by the dedicated software development groups represented on the Task Force;
(2) by Agency individuals who are involved in the development of computer
software but are not part of one of the groups represented above; and (3) by
external contractors. TFor an Agency standards program to be most effective,
all three methods of software development should conform to these standards.

FIRST PRIORITY STANDARDS:

In view of the potential scope of developing Agency-wide data processing
standards, the Task Force agreed to address the most critical of these phases
in detail - the Definition Phase. The documentation produced during the
Definition Phase forms the foundation of the subsequent phases. Without this
initial effort, the development of the software is not likely to be smooth.
This phase is of primary concern because manpower and dollar resources are
allocated at this time. Of equal importance, all Agency components can follow
the Definition Phase standards regardless of the hardware and software that
is used. The Task Force has developed an initial draft of the standards for
the Definition Phase, and included it as APPENDIX D.

NEED FOR STANDING COMMITTEE:
Issuing standards is not a one-shot affair. They must be reviewed on a
continuous basis and updated as needed. The users of the standards must be

encouraged to review them critically and suggest changes. An Agency-wide
committee composed of the major application organizations and the four
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Directorate ADP Control Officers in CIA should be formed to address the
required standards for all phases of the Software Engimeering Cycle. This
committee would be responsible for:

- Formally issuing software engineering standards
- DPeriodically reviewing these standards
- Investigating the need for other standards
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CONCLUSIONS

Based on the above discussion, the Task Force concluded that there are
significant advantages to be gained from adopting Agency-wide ADP software
engineering standards covering various phases of the Software Engineering
Cycle. A permanent Agency-wide committee should be formed to develop,
coordinate, and publish these standards. The committee will ensure that
the unique interests of the various Agency components involved in software
development are recognized and coordinated. These standards could eventually
cover all software written both within CIA and by outside contractors.
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RECOMMENDATIONS

The members of the this Task Force whose signatures appear below,
concur with the following recommendations:

1. The Director of Data Processing be directed to establish a perma-
nent Agency-wide committee to develop, coordinate, and promulgate Agency-
wide ADP software engineering standards covering development of computer
software.

2. As the initial step, this committee undertake the development
and publication of a standard covering the Definition Phase. An initial
draft of such a standard, prepared by the Task Force, is included as
Appendix D.

3. This committee should then prepare a plan to examine the
feasibility of adopting standards for other phases of the Software
Engineering Cycle.
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